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Anallyzingtitb irled

Meobility, AAA, Secunity, iPrivagy: :
How ean we suppoerRReaWeorld Netwotk Viability??

Mobility : How can we allow network mobility protocolspierate efficiently
In realworld Mobile Networkleployments?

AAA: How can we provide practical and scalable AAA infrastructtmwe
facilitate the requirements of both Mobile Networks and the Access Netw

they get connectivity from?

Security. How can we providsecure network accemsd secure data
transmissidier Mobile Networks and their Nodes?

Privacy. How can welisclose the identigf the Mobile Network from each
Access Network it connects to?



What is aMobile Network?

Mebile Network (MINIs a group of mobile devices
requiring networking support (mainly Internet connect
that moves as a whole

In contrast with a mobile host (e.g. a user with a laptop) th
moves individually

Characteristics

Mobile Network Node6t he MNOs devi ce.
Immobile in relation to one another

A Mobile Route(MR) is responsible to provide seamless
mobility for all the devices in the network without them ha

to run any extra protocols or be aware of their mobility



Meobile INletwoekkexamples

-
Public Transportation (Buses, Trains, Coaches, Airplar

A Emergency Forces (Police, Fire Brigade, S&R Team
i PANs / VANSs (Consumer Electronics

2!




A realklife seenarovith Mobile Network

A bus company decides to offer
Internet connectivity to passengers

that board its buses every day. [jgp_y @ﬁ rﬁﬁ

As the bus does its every route through town, its MR is
responsible to obtain Internet connectivity from various publi
avalilable AN's Access Points being sporadically located arotL
town, and share it to the passengers' devices by projecting a
wireless hotspot in the bus.



What deesqaMobile Network tequire
- Metivation-

Uninterrupted Connectivity (seamless mobility) for all the MNNs
whilst the bus changes is point of attachment from one Access
Network to another (thus changing its IP)

L

AQuick, effortless and secure network access to eacthdNIR should avoid
to be configured with the different type of credentials each protocol and AN
requirep

Secure data transmission both locally, in the vicinity of the hot'spo
the MR provides to its MNNSs, but also globally, as its MNNSs' data
are transmitted from the MN to the Internet via the AN

Avoid revealing the identity of the MR of the MN to each AN as it
roams (for privacy purposes)

{ ADynamic Trust establishment between AN & theritigl authenticatjon




What deesanrAccess|Nelworlk reqguife
- Metivation-

a

AA robust, efficient and well configured AAA service to :

A Authenticatehe Mobile Router of the Mobile Network in a
practical and scalable manner i€ unrealistic to expect that eac
AN should know in advance each MR requesting network acc
behalf of a MN

A Authorizeaccess based on ISP specific policies

A Account o r t he MRO6s access and
benefits) |

) @

Avoi d compromi sing the
disallow unauthorized access to Mobile Networks




Mapping Requirements tecRraetecols
- a stantards-base d appreach

1
s : -
A Our own version of A RADIUS
Network Mobility Protocol
Basic Support (extended form for

ProtocolNEM . _
UMA E \roamlng scenarios)

! \ /

A Twophase EAP A IPsec
Authentication A WPA1 /| WPA2
methods

. (TLS based)




